[image: image1.png]HOLISTIC THREAT
MITIGATION

7 GRA




	
[image: image2.jpg]O





	Original Date:
	

	
	Dates Revised:
	     

	
	

	
	

	
	

	vendor onboarding


	vendor FRAUD RISK questionnaire 

	

	POLICY, PROCEDURE & DECLARATIONS

	Does the vendor have anti-fraud and ethics policies?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How is compliance with the policies monitored and managed?

	Have they received, signed, and agree to comply with organisation anti-fraud policy?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Do you have a conflicts of interest policy and register?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has the vendor made conflicts of interest declaration?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the vendor have an anti-fraud program and is it published?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the vendor have procedures for staff and suppliers to report ethics, fraud, and bribery concerns?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the vendor have an ethics hotline and is it published externally?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Do you have a gifts and hospitality policy and register?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have you recorded any gift or hospitality given or received from our company staff?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Do you have a procurement policy and procedures?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How does the vendor deal with non-compliance with procurement policy?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	
	
	
	

	PEOPLE

	Have the key Executives of the vendor been identified?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have vendor shareholders been identified?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the vendor have any directors or shareholders that are government officials?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have checks been carried out to establish if any company officers or Shareholders are Politically Exposed Persons
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has the vendor executive and shareholder details been checked against other supplier to establish conflicts of interest or bid rigging risk?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has the key vendor executive and shareholder details been checked against staff details for conflicts of interest risk?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has the key vendor executive and shareholder details been checked against national company registers for additional business interests or business risk?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have open-source checks been carried out on individual risk from executives and shareholders?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	COMPANY

	Has the vendor formation date and ownership been confirmed?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Where appropriate, has the vendor been checked against sanctions lists?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have criminal records checks been conducted on key executives and shareholders?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have open and closed source checks been conducted on the company, executives, and shareholders?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is there proof of previous works including vendor references to confirm performance and ability to complete contract?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has there been a vendor visit to verify information provided and the scale of their operations?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Have vendor invoices/inventory been checked to ensure that products are not inferior or substituted and to the specification being procured?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How does the vendor monitor and record quality issues surrounding materials provided by suppliers?

	Are you able to verify vendor supply chain security within its operations? This might include manufacture, handling, storage, and quality assurance procedures to mitigate counterfeit and substituted product risk?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the vendor have a counter procurement fraud or anti-bribery training program
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	If not, are they willing to complete training program before commencement of contract/project
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is adequate vendor financial information received to establish ability to complete contract size
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How does the vendor mitigate bribery risk from their suppliers?

	


Vendor Fraud Risk Questionnaire
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