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	anti-corruption culture

	

	assessment questionnaire

	

	Leadership

	Does your CEO/Board publish an anti-corruption message and policy?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation identify and publish who is the owner of organisation anti-corruption culture and response?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the CEO/Board set a consistent ethical example
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Ethics and conflicts of interest policies that are signed off by staff annually
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Leadership create and publish an anti-corruption strategy including organisation structure and response to known risks
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is the CEO/Board briefed on the performance of the anti-corruption approach and culture
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does leadership implement organisation reviews to assess anti-corruption controls
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	

	Communication

	Does your organisation have regular and honest anti-corruption communication with staff and suppliers
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation actively promote its ethics/corruption and fraud reporting hotline internally and externally
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation publish its whistleblower policy to staff and suppliers
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is education and awareness part of an organisations anti-corruption culture
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	Internal Engagement
	

	Does your organisation engage its staff in its anti-corruption efforts
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation have a centralised platform to coordinate anti-corruption and fraud communication and efforts
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation have a centralised library for anti-corruption and fraud knowledge sharing
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does your organisation engage with staff to identify gaps in anti-corruption efforts
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	Supplier Engagement
	

	Are anti-fraud, bribery, competition, and conflicts of interest clauses used within all contracts
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the contract contain an anti-fraud message (zero tolerance) including reporting hotline information
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are suppliers briefed on types of fraud your organisation is identifying
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	External Engagement

	Is external communication used to reinforce anti-corruption stance
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is organisation involved with external organisations to develop anti-corruption and fraud culture
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is organisation actively engaged in anti-corruption and fraud forums to understand local and national issues
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	Success Measurement
	

	Are performance indicators used to measure development of anti-fraud culture
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are all internal data sources available to measure the level of organisation risk
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are organisation anti-corruption efforts monitored to continuously improve culture
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	COMMUNICATING POLICY AND PROGRAMME

	Has top management communicated that they and the organisation have adopted anti-corruption policy and controls?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has this statement and policy been communicated to all the organisation’s personnel and suppliers and published on the organisation’s intranet and public website?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	What procedures does the organisation have that ensure all appropriate and relevant personnel receive applicable guidance on business ethics, corporate governance or similar?
	
	
	
	

	Does the organisation have a corruption and procurement fraud response plan?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have a conflicts of interest policy and register?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures which provide conditions of employment require personnel to comply with ethics, anti-corruption, or procurement fraud policies?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	
	

	TRAINING AND AWARENESS

	Does the organisation have adequate and regular corruption and procurement fraud training that includes up to date risks, methods of mitigation and organisation policies and procedures?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	What education, training and awareness does the organisation provide to its staff who are responsible for implementing the procurement, corruption, and compliance controls or who could encounter corruption as part of their duties?
	
	
	
	

	Is corruption and procurement fraud training and awareness provided to suppliers?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the training cover procurement fraud indicators, risks, response plan, reporting and awareness of the organisation’s procurement fraud and corruption controls?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has your organisation produced and issues guidance on its procurement methods and controls to staff who might be involved in the procurement process?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	

	LEADERSHIP AND MANAGEMENT

	What resources does the organisation have to implement procurement, anti-corruption and procurement fraud controls including personnel, funding, and equipment?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is the ethics and anti-corruption policy approved by top management?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does top management receive and review information about the content and operation of the organisation Anti-Corruption Management System?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Who is responsible for the management of compliance with anti-corruption and procurement fraud controls? This person (people) should oversee the implementation/management of the procurement system?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	

	REPORTING PROCEDURES

	What procedures does your organisation have that enable personnel to report attempted, suspected, or actual procurement fraud, or any breach or weakness within the procurement or procurement fraud controls, to the appropriate person within the organisation (either directly or through an appropriate third party)
	
	
	
	

	Does the organisation have processes and procedures that ensure that the organisation protects the identity of personnel who make confidential reports?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures that allow anonymous reporting (if, and to the extent that, applicable laws allow)?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures that protect from retaliation, personnel who raise in good faith a concern about actual or suspected corruption, procurement fraud or the effectiveness of controls? 
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures that encourage personnel to seek advice from an appropriate person on what to do if faced with a concern or situation that could involve corruption or procurement fraud?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures that provide clear guidance to personnel on how to raise a concern about attempted, suspected or actual corruption, procurement fraud or the implementation of controls?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have procedures that provide clear guidance to personnel on how and when they can report to appropriate external authorities?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	

	SECURITY

	Has the organisation implemented a level of security informed by its risk assessment to protect all data from unauthorised disclosure or access?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	To safeguard against unauthorised disclosure of data does the organisation restrict access within IT systems relating to master vendor data, quotes, unit pricing, competitive bids, or any other data, to authorised persons who need to have access for the purposes of fulfilling their role?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have guidance in place to ensure data are processed in a secure manner?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have an audit capability within IT systems to monitor the dissemination of data?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	What physical security measures does the organisation have that are designed to prevent unauthorised access to equipment, installations, material, and data?
	
	
	
	

	What physical security measures does the organisation have that are designed to safeguard against unauthorised removal or dissemination of data?
	
	
	
	

	Does the organisation have physical security measures in place to prevent unauthorised access to or tampering with back-up data?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	What segregation of duties does the organisation have within the functions throughout the procurement life cycle, including the tendering process, procurement to pay and contract management?
	
	
	
	

	Does the organisation link all procurement activity to an asset register?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is the asset register auditable?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How regular is the asset register audited?
	
	
	
	

	Is the process of receiving, recording, and delivery of goods from the supplier to the end user transparent and auditable?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	To mitigate against the risk of loss, theft, and fraud, does the organisation record the movement and location of all items procured?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are all internal and outsources staff who are to be involved in the procurement process subject to appropriate background checks, e.g., financial checks, confirmation of identity, referee checks, conflicts of interest and criminal record checks?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is particular attention given to those who have influence over the procurement process or access to financial information at a higher-than-usual level?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is action taken to any breach of the procurement process or related internal policies by staff who work in risk areas?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is information recorded and centrally held where there has been a breach of policy or procedure?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is vetting conducted of individuals on promotion or movement to higher risk positions?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have a person designated as responsible for supply chain security, with defined responsibilities and sufficient authority to drive forward recommendations and how, through communication and staff training, that their internal and external controls and procedures provide the necessary security?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How does the organisation determine the level of supply chain security within its operations? This might include, manufacture, handling, storage, transportation including loading and unloading?
	
	
	
	

	Does the organisation use an e-procurement platform?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation use procurement cards?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have a procurement card policy and are these processes transparent and auditable?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Has the organisation defined when it would be appropriate to utilise single and sole source procurement?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	How does the organisation as part of its pre-qualification process for suppliers, consultants, and subcontractors, assess the risk of procurement fraud and corruption?
	
	
	
	

	Does your organisation ensure that, when drafting and negotiating a contract with a supplier, appropriate legal advice is sought, and appropriate contractual protections are included in that contract?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have appropriate and proportionate internal audit processes or other procedures that inspect contracts, controls, and procedures for any indication of corruption and procurement fraud, or which might be indicated by non-compliance with procurement controls?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation implement appropriate and proportionate internal audit processes or other procedures that inspect contracts, controls, and procedures for any indication of corruption and procurement fraud, which might be indicated by gaps in controls or implementation of procurement controls?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation conduct no-notice audits as part of the corruption and procurement fraud controls where there is a specific area of risk within an organisation?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Where and how are significant matters identified within audit reports, including any recommended corrective actions or improvements reported?
	
	
	
	

	

	DUE DILIGENCE

	Is adequate due diligence conducted on potential vendors to confirm their ability to provide the works or services specified?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are conflicts of interest checks conducted on vendors against staff and suppliers?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Outline the organisations defined and documented procedures to undertake due diligence on the supplier prior to entering any business relationship with it, where a risk assessment shows that a supplier might pose an unacceptable bribery or procurement fraud risk?
	
	
	
	

	Does the organisation have in place a method of assessing each vendor against the organisation’s procurement standards before placing them on the approved supplier list?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation have a defined method and timescale for re-qualifying companies on the approved supplier list?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Are supplier visit procedures in place to determine the level of controls that a vendor has in place to mitigate procurement fraud and corruption risk including product substitution?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is there a method of assessing each supplier against the organisation’s anti-fraud standards to ensure that they do not carry a known or unknown fraud risk and are able to protect procurement and project revenues?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	

	RESPONSE

	Does the organisation publish procedures in which there is a methodical response to allegations or suspicions of corruption or procurement fraud with defined responsibilities within an organisation response plan?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Is this plan made available to all staff so that they understand their role and responsibilities when fraud is suspected or identified?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No

	Does the organisation review and update its response plan from lessons learned, following a corruption or procurement fraud allegation or investigation?
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No
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